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Ad blockers
How to respond  
to the threat? 



We live in precarious times. Ad blockers,  
once used only by a few, have gone main-
stream, even as advertisers aim to engage 
more potential users online. Journalists 
and media houses have been hardest hit; 
many rely on advertisements for revenue. 
Advertisers have been similarly hard hit: an 
Adobe report suggested that advertising 
losses reached 21.8 billion USD in 2015.

Agencies and media owners carry 
much of the responsibility for this state of 
affairs. This is because they have ignored 
the fact that advertisements are part of a 
broader digital landscape; one that needs 
to take user experience into account. The 
estimated 198 million ad blocker users 
are said to be chiefly concerned about 
the impact of advertising on their online 
experience.

This is because users believe that:

1) Advertising kills user experience. 

According to Adobe, 41 percent of con-
sumers, and 57 percent of those between 
18 and 34, thought that advertisements’ 
size and placement obstructed their online 
viewing. Pop-up advertisements (which, 
incidentally, rank highly on viewability  
indices) are typically the worst offenders.

2) Malware

Malware, or malicious software, is being 
introduced through advertisements.

Recently even well-respected media 
outlets like the New York Times and the 

BBC have been hit by hackers exploiting 
vulnerabilities in ad-serving software.

3) Personal information

Their personal information is being  
gathered, for instance through tracking, 
without their consent. According to  
Adobe’s study, 50 percent of consumers 
surveyed fell into this category.

4) Data consumption

Mobile advertisements consume dis  pro-
portionately large amounts of data. A study 
by the New York Times in 2015 found that in  
one extreme case, advertise ments took 30  
seconds to load while the intended content 
took a mere 8 seconds. The website in 
question made use of video advertisements.

New problems

We now face a new set of problems online: 
users know that advertisements are impor-
tant sources of income for media owners 
online, but are unwilling to sacrifice their 
personal data, or their online experience.

E C I  R E P O R T .  I S S U E  N O .  1 5  –  P A G E  2

Ad blockers  
Time to prioritise user experience?
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How should advertisers respond to these 
threats? The short answer: make sure your 
agency is asking the right questions. No 
digital campaign today can ignore the  
effects of ad blockers; for now, they are an 
immutable fixture in the digital landscape.

How user-friendly is your  
digital media campaign? 

Adblock Plus, thought to be the most 
widely used ad blocker with an estimated 
60 million global users, sets out guide-
lines for “acceptable ads”, which it allows 
through its software. These acceptable 
ads, among other things, should: a) Not 
interrupt a user’s natural reading flow;  
b) Not contain bright colours or be easily 
recognisable as advertisements; and  
c) Conform to certain size requirements,  
depending on their placement.

Is that video pop-up really necessary? 

Adblock Plus and other ad blockers make 
a point of blocking advertisements that 
make use of rich content (e.g. through 
Flash or Shockwave); these, and those 
that initiate video or audio automatically, 
are not eligible for “acceptable” status.

What is your agency doing to ensure 
that your media is viewable? 

If you absolutely must include video  
content, is your agency providing the best 
solution? Advertisers should insist on only 
paying for viewable media and engage 
with media owners to ensure that their 
viewability statistics reflect reality.

Is your media being displayed on an  
ad-blocker-resistant page?

In the interest of protecting advertisers 
from the effects of ad blockers, media  

outlets that rely on advertising revenue have 
themselves begun to respond to the use of 
ad blockers in a number of ways. Many now 
identify whether consumers is using ad 
blocking software and enforce an “ad wall”, 
which requests that the consumer disable 
their ad blocker for that particular site.

What about native content  
or “advertorials”? 

Agencies can also opt for native content, 
but doing so requires clear goals and a 
clear audience. Not only does this form 
of advertising comply with all of Adblock 
Plus’s requirements, if done correctly it can 
help you achieve your strategic objectives 
as easily as any other form of media.

What is your agency doing about data?

While collecting data is an increasingly 
important part of online interactions, users 
have shown that there are limits. Fairness 
online requires considering how, and  
why, websites are using users’ data; both  
agencies and affiliate sellers should be  
following up on these questions.

Choose the right partner

In today’s increasingly complex digital 
landscape, you need a partner who can 
help you, and your brand, make sure that 
your advertisements reach the right end 
user. But it is also important that this is 
done in the right way: throwing money into 
rich content that are blocked or ignored 
provides little in the way of value—and can 
even harm an advertiser’s image.

ECI’s message is clear: consider your 
digital campaign carefully. User experience 
is becoming more important online. Is your 
agency taking this into account? How can 
ECI help you generate higher media value.

Advertising in the 
 time of ad blockers
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About ECI

C O N TAC T S

The digital landscape is changing; your 
media management strategy needs to 
change with it. But change can be a  
force for good: ECI, the market’s fastest 
growing global media management  
company, can help you make your media 
budget generate higher value, harnessing 
these changes.

Ours is a new breed of media auditing 
and performance management company, 
and we are leading the charge when it 
comes sophisticated media benchmarking  
services, delivering higher value, and 
making a media-led impact. Our approach 
to digital media is forensic and fact based, 
and we make use of world-class talent 
and proprietary technology to maximize 
your firm’s digital impact.

Today’s dynamic and fast-paced media 
landscape requires data-driven decision 
making, global experience and a firm 
grasp of innovative technologies.  
ECI offers all of these things, and more, 
from media auditing to KPI setting and 
management, and pitch consulting.

We operate across the Americas,  
Europe and Asia. Our clients are some  
of the world’s largest advertisers, and our 
network of owned offices and leading  
affiliates support them through high  
level media intelligence and rigorous 
benchmarking. Ultimately, we provide  
the in-sight, experience, and savvy that  
assists our clients in making sure that 
their advertising expenditure and agency 
relationships generate higher value.

To speak to one of our senior  
management team about any of our  
services please contact: 

Fredrik Kinge 
CEO 
+46 (0)704 24 03 70 
fredrik.kinge@ecimm.com

Joakim Attack 
Chief Commercial Officer
+46 (0)705 46 68 06
joakim.attack@ecimm.com

Peter Kusoffsky
CEO North America 
+1 201 257 7856
peter.kusoffsky@ecimm.com

Stephanie Chastan
Senior VP Business Development North America 
+1 917 838 8170
stephanie.chastan@ecimm.com




